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High Risk Hazardous Material and 
Waste Management …with RFID and 
Sensor Based Services
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Dryden Flight Research Center 
…An Operational Facility

• Positive approach even in the 
face of:
• Budget Reductions
• Work Force Reductions
• New Regulations

• Information Now:
• Enhance Safety
• Increase Security
• Raise Tactical and Technical 

Proficiency
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Group Collaboration
…Achieving Extraordinary Accomplishments

• The Problem: 
Managing Hazardous Materials with ongoing shrinking 
and shifting Federal budgets

• The Solution:
Formed partnership with Government/Industry to 
develop an autonomous Hazardous Material 
Management environment

• Partners:
Provided mature technologies and integrated solutions 

• Why Dryden
Focused on advancing the Asset Visibility (AV) 
infrastructure to include hazardous material 
management

To view the ChemSecure video visit:
www.nasa.gov Keyword: ChemSecure
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Government Partners

Department of Defense
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Industry Partners

Leading Private 
Sector Companies
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7/29/2004 - 8/4/2004
ChemSecure

Testing

7/5/2004 9/3/2004

7/12/2004 7/19/2004 7/26/2004 8/2/2004 8/9/2004 8/16/2004 8/23/2004 8/30/2004

9/03/04

Elegant by Design

ChemSecure

7/6/2004 - 7/13/2004
10 Use Case 

Scenarios Introduced

7/5/2004 - 7/12/2004
NASA/DoD

Industry Partners Align

7/28/2004 - 8/6/2004
COTS

Hardware and Software

7/27/2004 - 8/6/2004
Utility 

Infrastructure Improvements

Project 
Requirements

• Measurable Project Objectives
• Use of COTS solutions
• Standards Based
• Open Source

/2004 - 8/7/2004
Technology

Breifing7/31/2004 - 8/3/2004
Opportunity
Assessment 7/31/2004 - 8/3/2004

Mission
Statement

9/3/2004
Use Case

Goals
Achieved

Rapid Prototyping
…Focusing on What Matters Most (

Dates are estimated
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Mission

• Control Item Content and Staff Credentials Based on 
Real-Time Information.

• Ensure Safety and Security of Personnel and 
Chemicals.

• Push Organized Mission Critical Data to Emergency 
Responders when Addressing Chemical Spills.
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Rich Use-Cases
…After RFID and Sensor-Based Services

• Employee requests Chemical #1 for use in their authorized workspace
• Employee requests Chemical #2 which is authorized for their workspace but picks up Chemical #1 

instead
• Employee requests Chemical #3 for use in their authorized workspace but chemical #3 is placed it 

outside the Storage Shed when it arrives 
• Employee requests Chemical #4 for use in their authorized workspace – Employee placing 

Chemical #4 in Bulk storage facility is not authorized to carry the material in
• Employee requests Chemical #5 for use in their authorized workspace. Employee picking up the 

Chemical is not authorized for Chemical #5
• Employee requests Chemical #6 for use in their authorized workspace. Employee bringing 

Chemical #6 into Bulk storage facility does not have an RFID Badge 
• Employee requests Chemical #7 for use in their authorized workspace. Employee removing 

Chemical #7 does not have an RFID Badge
• Employee requests Chemical #8 for use in their authorized workspace. Chemical #8 does not 

belong in the Storage Shed. 
• Employee carrying Chemical #8 into Bulk storage facility mistakenly places the container in the 

Storage Shed
• Chemical #9 Spills
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Rich Use-Cases
…After RFID and Sensor-Based Services

• Employee requests Chemical #2 which is authorized for their 
workspace but picks up Chemical #1 instead

• Employee requests Chemical #5 for use in their authorized 
workspace. Employee picking up the Chemical is not 
authorized for Chemical #5

•
• Employee requests Chemical #7 for use in their authorized 

workspace. Employee removing Chemical #7 does not have an 
RFID Badge

• Chemical #9 Spills
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Infrastructure Overview
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COTS
…Preliminary Hardware Setup

• Edge Server
• Chemical Crib & Bulk 

Storage Facility
• Readers

• Chemical Crib Inside
• Bulk Storage Facility 

Outside
• Shed Inside

• Passive Tags
• Metal Drums
• Plastic Containers
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COTS
…Preliminary Software  Setup

• Roles Database (TMA)

• First Responders
• Hazmat Specialist
• Industrial Hygienist
• EMS Specialists
• Law Enforcement

• Business Rules
• HM/HW Management

(Zone Process TMA)

• Custom Data Event
• Alert Notification Details

(Communication Stack, Elevated Alerts, TMA)

• RFID Defined Events
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Chemical Information System
…Utilizes Bar Code Technology

• Employee Data
- Training Status
- Zone Information
- License Information

• Material Safety Data Sheet
- Usage Information (Manufacturer)

- Detailed Hazard Information (Risk Assessment)
- Control Measures and Procedures (Protective Equipment)
- Hazards, Precautions, and Emergency Procedures (Training)
- Storage and Handling Requirements
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Phase I

• Before RFID
• Order through HMMS
• Arrives at Chemical Crib
• Print and Apply Passive tag
• Transport to Bulk Storage 

Facility
• Place inside Bulk Storage
• Place inside Shed

• After RFID and Sensor-
Based Services
• 10 Use-Case Scenarios
• Monitor State Change and 

Events (TMA)
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Sense and Respond Capability
…Unauthorized Chemical in Workplace Scenario

• State Change cause events to 
be generated and events 
cause messages to be 
generated

• Publisher refers to the entity 
that creates the message

• Consumer is the entity that 
eventually consumes the 
message

• Subscriber references the 
entity matching publisher 
data with consumer needs

• Employee request Chemical 
#2 which is authorized for 
their workspace but picks up 
Chemical #1 instead.

• Information is published 
automatically and sent to the 
supervisor.

• Supervisor acknowledges the 
message delivered to device.

• Supervisor is the consumer 
that references published data 
with their matching needs.
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Use Cases 1-3
…Control Item Content and Staff Credentials

C

CHEMICALS

CHEMICAL 
STORAGE

HIGH RISK

2

3

Control Measures 
and Procedures

C

1

Secured Building Secured Lockers

Established Check Points Zone Control

ZONE 2

ZONE 1

NON-
CONTROLLED

CHEMICALS

Personnel Training

Chemical 
Classification
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Zone Control
…Defined Areas Where Access is or is not Allowed

Arrival at 
Chemical Crib

(Zone 1)

Print and 
Apply Tag
(Zone 2)

Transport to 
BF/ From 
ChemCrib 
(Zone 3)

Inside BF
(Zone 4)

Shed
(Zone 5)

Visible on 
Shelf

(Zone 6)

HMMS
Order

(Zone 0)

Timeout 
Action

Compatibility
Action

Person Tag

Spill

Zone Transition Diagram
Zone 0: HMMS Order
IN: Order Entry

Zone 1: Chrib
IN: Crib Entrance (No RFID)
Out: Crib Exit

Zone 2: Print and Apply
Parent Zone 1
IN: RFID Printer
OUT: Crib Exit

Zone 3: Transport to/from BF
IN: Crib Exit + was in Zone 2
IN: BF Entrance + was in Zone 4
OUT: BF Entrance was in Zone 3

Zone 4: Bulk Facility (BF)
IN: BF Entrance was in Zone 3
OUT: BF Exit was in Zone 5

Zone 5: Shed
Parent Zone 4
IN: Shed Entrance was in Zone 4
OUT: Shed Entrance was in Zone 5

Zone 6: Shelf
Parent: Zone 5
V: Shelf Reader
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Use Cases 4-7
…Ensure Safety and Security of Personnel

1

CHEMICAL

CRIB

WORK
STATION A

CHEMICAL

CRIB

2

VENTHOOD
WORK

STATION B3

Role-Based 
Mission Objective

Scope of WorkChemical Spill
Information

Prevent Ineffective and 
Unsafe Responses

Prevent Undesired 
Chemical Reaction

Prevent Chemical 
Occupational Exposures

Alert Inside and 
Outside of Fence

4Chemical 
Incompatibility
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Many Sources Produce Data:

• Data dissemination and customized delivery are 
based on customer needs

• Optimal provisioning of information before, 
during and after an emergency scenario is 
essential

• Subscribing to well-timed incisive data 
• Support organizations need to react efficiently 

and individually, but also in a coordinated 
manner
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Use Cases 8-10
…Organized Critical Information Provided to 

Emergency Responders in the Field

Interrogated
Result of 

Interrogation Drill Down Capability
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Emergency Responders

First
Responders

Medical 
Technicians

Law
Enforcement

Fire
Department

Hazmat 
Specialist

EMS
Specialist
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Tactical and Technical
Proficiency for Emergency Responders

…with RFID and Sensor Based Services

First Responder

• Proper Protective Equipment
• Protective Distance
• Fire Procedures
• Reactive
• Treatment

Hazmat Specialist

• Physical Properties
• Proper Protective Equipment
• IDLH
• Flammability Limits
• NFPA Code

EMS Specialist

• Treatment
• Health Effects
• Toxicity
• IDLH
• NFPA Code

•Elevated Alerts
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Role-Based Mission Objective

Substance Information
First Aid Procedures

NFPA Guidelines
Weather Conditions

Officer Fire
Incident Commander

Paramedic

Number of People
Staging Area

Assigned Medical Facility
Patient Treatment Procedure

Evacuation Guidelines
Ambulance Status

Personal Risks
Rescue Procedures
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Network-Centric Information System

Trust and 
Security

Archived Data

Web Cams

Aircraft

Common Mission 
Data Set

Role-Based 
Mission 

Objective

RFID/Sensors

Intelligence/
Environmental 

Information

Industrial 
Process

Monitoring
Officer Fire

Incident Commander
Paramedic

Evacuation Guidelines
Ambulance Status

Personal Risks
Rescue Procedures

Number of People
Staging Area

Assigned Medical Facility
Patient Treatment Procedure

Substance Information
First Aid Procedures

Common Mission Objectives
Environmental Conditions
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ChemSecure and Beyond
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Beyond Federal Facilities
…Protect our Communities
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“Managing Uncertainty with 
Real-Time Predictive Analytics”

• Return on Investment:
• A benefit and value to the 

community
• A clear picture of your safety and 

security posture.
• An increase in productivity realized 

(small /large facilities).
• A simple way to detect your 

organizations environment.
• A greater understanding of your 

architecture.
• A high-level workflow paradigm with 

device interaction Google us with Keyword: ChemSecure

Visit Us: 
www.nasa.gov/centers/dryden/business/chemsecure/index.html
www.oracle.com/rfid
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NASA Dryden Flight Research Center
. ..ChemSecure Team

• Go to Market Program:
• Systems Integration
• Consulting
• Operational Test Bed
• Subject Matter Expertise 

• Safety Health and Environmental/Hazardous Material 
Management

• Zero EPA violations for 10 years

• Proven ability to form long-standing partnerships with 
Industry, as well as other government entities

• State, local and Federal


